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MFI relies primarily on its nightly backups for its Business Continuity Plan.   In the event of the failure or destruction of equipment and data, backup tapes can be used to restore the system and data onto replaced hardware.  MFI does not have a standby “hot site”.  With that in mind MFI has developed procedures to handle less severe disasters.  
WEBFARM RECOVERY
The Woburn Facility runs multiple web servers, firewalls and other systems to provide web content to Internet users. The websites currently residing on these web farms are:

· Microfinancial.com

· Leasecommlegalhub.com
· Timepaymentcorp.com

· Timepaymentcorp.biz

Each web server in the farm hosts all of the websites listed above.  If any web server should fail, the load can be distributed across the remaining functional systems during the recovery process.  The web servers use redundant disks and power supplies to reduce the possibility of failure. 
SERVER RECOVERY SENERIOS
Data Loss

If there is simple data loss (missing/corrupted files) and no system files are affected, recovery is relatively simple:

     Identify the following:

· the files to be restored 

· the correct path to the files on the server

· the date you want to restore from

· the appropriate tape 

     Then proceed to restore the files:

· Insert the tape into the DLT drive and start Veritas Backup Exec. 

· Catalog the tape

· Select the files and folders you want to restore and start the restore job. Specify the remote path if appropriate.

Server will not boot

If the server will not boot due to system file corruption/destruction and physical damage has not occurred:

· Check to see if the OS Loader menu is displayed during the boot process. If so, continue to the next step. If not, insert the System Boot Floppy before continuing.

Technical Note:

On standard MicroFinancial systems, the ARC naming path to the Windows NT boot device is as follows:


multi(0)disk(0)rdisk(0)partition(1)\WINNT

If the server still does not boot beyond the OS Loader menu:

· Cycle system power. Boot the system and strike the space key when prompted to enter the “Last Known Good” menu. (F8 on Windows 2000 Systems)

· Load the “Last Known Good” OS configuration.
If this fails,

· Insert a Windows NT boot floppy or appropriate system disk.
· NT: Follow the prompts on the screen until you are asked whether you wish to install NT, upgrade the existing version or repair the existing NT installation.

· Windows 2000/2003: Access the recovery console and select Repair 

· Insert the Emergency Repair Disk (ERD) when prompted. 

· Follow the directions to restore the system files and registry from the ERD then reboot.

· If this fails, you may need to perform a Total System Rebuild
Server will not boot, physically damaged

Diagnose the problem:

Power on, but no video output (“black screen”) and fans do not spin:

· Power supply – replace this and try again

Power on, but no video output (“black screen”) and fans do spin:

· Video subsystem – replace the video card and try again.

· RAM failure – replace the RAM chips and try again

· CPU failure – replace the CPU and try again

· Motherboard failure – replace the motherboard and try again

Power on, video displays server POST message, but SCSI POST message reports errors:

· Replace disks and check

· Replace SCSI card and check

Disk Recovery - If the server has a destroyed system disk, follow these steps:

If there is a functional mirror disk:

· Remove the failed system disk (SCSI ID 0)

· Set the mirror disk (SCSI ID 1) to SCSI ID 0
· Power on the system to boot to the mirror disk.

If there is no functional mirror disk and the system files have been damaged beyond repair, then proceed to Step 4

Technical Note: 

All servers at MicroFinancial boot to SCSI ID 0. All mirror disks are set to SCSI ID 1. Except for the Compaq Proliant servers, all NT boxes use the native Windows NT software disk mirroring. To set the SCSI ID of the disk, remove the disk tray and use a small screwdriver to twist the yellow wheel at the rear of the disk. You may cause a SCSI ID conflict if you set the SCSI ID to any value other than 0 or 1.
Compaq Proliant Servers use hardware RAID and will remain available in the event of a single disk failure. Replace the failed disk (with red lights) with a new disk and recovery will be automatic. It is not necessary to shut down a Compaq Proliant server to do this.

Total System Rebuild

When all the previous methods have been tried but the server is still not operational, you may need to rebuild the server.

· Obtain a server build document and functional hardware identical to the failed system

· Follow the build document to rebuild the server

· Restore the disk configuration by loading from the Disk Configuration Floppy

· Install Veritas Backup Exec

· Follow the instructions in step 1 to restore from tape. Restore the entire system, including the registry.

· If restoring from an older system disk without the latest service pack, apply it before restarting.
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